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Abstract

Crime of all kinds is one of the most important challenges facing countries
throughout history specially during economic and financial crises. It can be said
that the issue of increasing the crime rate in light of the recession and economic
collapse, in Lebanon in particular, is one of the most prominent current challenges,
whether crimes and misdemeanors or transnational organized cybercrimes, which
have recently and significantly emerged. Recently, there have been many
complaints by citizens about being blackmailed by hackers. Moreover, the world is
witnessing a quick and continuous development in the scope of technology and the
spread of the Internet, which at the same time led to the spread of new types of
crimes, especially in light of the financial and economic crises that affect societies.
Recently, were showed the dangers of this technological progress and the its fast
and amazing developments which came to serve man, but instead of using it well,
some have misused it, causing harm to others for several reasons.

The Internet is technically an international network of accounts that are connected
to each other, containing multi-horizon information, that can be accessed legally or
illegally (via hacking) leading to e-crimes. Therefore, the role of each of us is to
fight against this kind of crimes and repelling its perpetrators, especially the jurists,
as it is considered a great challenge for them due to its qualitative difference from
the traditional crimes, as the cybercriminal carries out his crime while he is at home
and has not left his place without much effort.

Reducing and addressing these crimes requires reconsidering the definition of e-
crimes in general, identifying and controlling the known of these crimes,
researching aspects of participation in them, determining the procedures for
prosecuting them and clarifying their punishment, in line with the principle of
legality of crimes and penalties, as well as anticipating others that may be
committed. Nevertheless, the protection of public order, morals, and the national
economy.

Consequently, it is important to study well the factors affecting the phenomenon of
cybercrime, which includes the concept of cybercrime and the impact of
globalization and technological evolution on this phenomenon. In addition to the
laws applicable to these crimes, how the Anti-Cybercrimes Bureau intervened in
the State Security to fight and challenge them, and the proposed mechanisms to
prevent them with the necessary recommendations.
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